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Android SDK FREF SCRFUT R B S e

Android SDK ¥REF SR RGHRA

Http/Https P BCE R Y
FATHANR S5 i sE
TR EE YR
PP 1 e AR U AR
HEFE A TEAN CPU A R

HttpURLConnection
Android HttpClient 4.0
Apache HttpClient ( > 4.0)
Volley+OkHttpClient
OkHttp

Retrofit

WebView (54, SZ#F Android4.4 & DL A

® Android 4.0 R A~Android8.0 kit A (8.0 B A #F TCP #dE K4)
Android SDK JiH it 7EFi 7€ 110 5 1 IR RS 25 R 86 T A7 v i . mr DL I iR
5 8 VH) RO v I s AR T
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1.1  Android SDK H 4 #y

® nbs-newlens-android-sdk
» nbs.newlens.agent.jar
»  nbs.newlens.class.rewriter.jar

1.2 Android SDK Theory

protected void onCreate(Bundle bundle) {
[APM.StartTracing(getCIass().getName());]0 IREHTTIS, HTHIRRE

try {

APM.enterMethod(this._nbs_trace, "Activity#onCreate", null);
} catch (NoSuchFieldError e) {

while (true) {

APM.enterMethod(null, "Activity#onCreate", null);

}

}

super.onCreate(bundle);
this.detector = new GestureDetector((GestureDetector.OnGestureListener) this);

[APM.exitMethod(); |» e e B

}

UF 2% SDK STt LWL AR 78 R P T 25 e B bR L FEL SRR A5 CHitep A s
1 Hittps FRAEVIMIO LT BESHRIE, R IE & (E K T H 1T . 7 25 SDK
AR, RN 2 P A .

1524 App RIEI, WT 5 Agent FFIATAE. RTINS RIN, i i 38 1
U 2 SDK H4F LA — 5t MR AR AR SO, S0 R MR TR, b
HHIES2 GRERID .

R FE SIS £ 3R 36 B App I, W72 Agent 13 1E TAE, LUERA R0 EH)
R

1.3  Android SDK {A&F 18 &

® A App kRS SRR &Y 600KB 77
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2 Ant HREE

2.1 fHH Ant ¥zt

2.1.1 RERET

a
LRMERFERHREERE T Ant MEIFMEF ADT AL IME
2. 20272 1E build.xml 52 AEE

RN App TIERBRTIIT:

android update project —p .

android #4547 android sdk B##aY tools FHRET, EEHRIEELF PATH
IMETE, AREEFER android 41T

1. F#EIEE nbs-newlens-android.zip #% E 46 6.

2. ¥f#)JEJE ) nbs.newlens.agent.jar #5 DI k6501 H TR libs B F, Wk
FliZEI, THE libs HIEHRM.

2.1.2 Bt E N ANBR

My sen, & ER I App LFE) AndroidMainfest.xml SR 3 0 DL Y
PR

<uses-permission android:name="android.permission.ACCESS NETWORK STATE" />
<uses-permission android:name="android.permission.ACCESS WIFI STATE" />
<uses-permission android:name="android.permission.READ PHONE STATE"/>
<uses-permission android:name="android.permission.READ LOGS" />
<uses-permission android:name="android.permission.INTERNET" />

2.1.3 IAFIIs IR KA

1. ERIIR H TR “Application”t import NBSAppAgent

import com.networkbench.agent.impl.NBSAppAgent;

2. {E“Application”{¥] onCreate() /7 7% (UnA$LE1% 771215 #13 onCreate()) H1#]
1t Android SDK
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (true) .start (
this.getApplicationContext ()) ;//Appkey iBMEMIREL

8 F:
1A REM B E, WL FRCE

NBSAppAgent.setLicenseKey ("AppKey") .start (this.getApplicationContext ()) ;
//Bppkey TEMNERIFREX

2.SDK BRURIEFTA HERE S, 5 R ARG B, WML TR E
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NBSAppAgent.setLicenseKey ("AppKey") .withOnlyMainProcEnabled (true) .start (thi
s.getApplicationContext ()) ;

//Appkey iIBMNERIFKEL

2.1.4 B EIGFIMELT =

A
BEAERIGEIMEEERMB R ARLEES, UEHIFLEAE)H

1.  Mac. Linux 335 T & Ik A4 &

export

ANT OPTS="-javaagent:/path/to/nbs-android-agent/nbs.newlens.class.rewriter.
jar”//path/to/nbs-android-agent/ JIZH] SDK FILEXTERR

2. Windows ¥ 35 AC B I i 54T B
SET
ANT OPTS="-javaagent:C:\path\to\nbs-android-agent\nbs.newlens.class.rewrite
r.jar” //path/to/nbs-android-agent/ IR SDK FILEITERR

2.1.5 B Ant ST B HIT

ant clean release install

2.1.6 BCERA
1. RAGHTIETE proguard JRIERCE T8N RN, Lhf tingyunSDK ANm] H

# ProGuard configurations for NetworkBench Lens
—-keep class com.networkbench.** { *; }

—dontwarn com.networkbench.**

-keepattributes Exceptions, Signature, InnerClasses
# End NetworkBench Lens

2. EHRBEREITSELE, VELE proguard.cfg FERIILLTF N %

-keepattributes SourceFile, LineNumberTable

2.2 Y sE MG
1. BB RSS2 e

2. WBsERRJE ATE “‘LogCat’ B & = SDK H &4 45 51, FH DLIEAT BE Ui AR
%25 1256 TAG A NBSAgent, Frdl H df 45 B4 R Fios:

NBSAgent start
NBSAgent enabled
NBSAgent V “TingYun Version” //TingYun Version JIZ4) SDK BMRAS

connect success

3. HEThae e BRI
R0 52 UG T 85T “LogCat” B B Wr 2= SDK H M 455,  F ULIEAT 508 D e 52
VRIS TAG N TingYun, AnifE H E5H &5 R 00 For:

D/TingYun: Crash switch is true
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D/TingYun: webView switch is true
D/TingYun: ANR monitor switch is true
D/TingYun: UserAction Switch is true

D/TingYun: cdnSwitch Switch is true

3 EHThee

3.1 HAFPHEEXID

1. TheeuiH]
R ESE XD 2 i P B E M bros i, AR BT UserlD.

2. MHxFEO
//UserID BBEE 64 AN , Y, EX. . THIE , (EREESSIEEMRIE G

NBSAppAgent.setUserIdentifier ("userIdentifier");

3. RIEGRH
public class MainActivity extends Activity {
public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
String userIdentifier = getUserID();
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (true)

.start (this.getApplicationContext()) ;
NBSAppAgent.setUserIdentifier (userIdentifier);

3.2 MHH)E

1. ThReuin
T 0 5 R S PR M8 P P 8 2 A 5t A A K SRR, T ARG P A 2 5 2 i
A 45 A O 45 & T REAS SE U I R B 7 R Bt 5t

2. MREM
/ /IBRBEE 100 MFFF, SHFF, HX. #HF. Tl
NBSAppAgent .leaveBreadcrumb ("keyPressed”) ;
NBSAppAgent.leaveBreadcrumb ("loginDone") ;

3. AREGRA]
public MyActivity extends Activity {
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (
true) .start (this.getApplicationContext()) ;
NBSAppAgent.leaveBreadcrumb ("login MyActivity onCreate");
}
public void onResume () {
super.onResume () ;

NBSAppAgent.leaveBreadcrumb ("login MyActivity onResume");
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}

public void logginPressed (View view) {
NBSAppAgent.leaveBreadcrumb ("login MyActivity logginPressed");
new LoginAsyncTask.execute();

}

public void onStop () {
super.onStop () ;

NBSAppAgent.leaveBreadcrumb ("login MyActivity onStop") ;

}

3.3 HENX Event

1. ZheEuUiMA
H & XHMH TG App TR S, R #EH W LALE SDK ¥Iga b J5 T A
BUNINE € XCHEME, HRENN EAESE 1. SR P AR S & N T
ReteAl sl i R T A ThRE 45

2. MO

//EVENT_ID REZER 32 NFFF , SHFHX. WX, HF. TR , (EFEESTSaE A T
NBSAppAgent.onEvent (String EVENT ID);

3. MfERpl

@Override
public void onClick (View v) {

3.4 HENX Trace

£
AT BEEX Trace RMXT LM, EAEFE BHEURES L MEFE)T
WA ERZED.

1. TheeuiH]
Wr 2 SDK BRIAKREE RGUIRATNERITERER S, TR ETT A B 3 SCRMTTE
FIPEREEE . (] “ B E X Trace” F2IUBLRT LA BT A B I 20 1 8 P 5 AX A )
(PR S AR Rt . T TP ACE AR 1A B8 ST IR AR AR I ek
REVHAENG L, AT LA H E SOTERT R AN “ B E X Trace” #%& HRITT,

2. MRFEO
//Name JOEBISEREAEGREEN SR , R, BY. 8. T  ERESKa b
N

NBSAppAgent.beginTracer ("String Name") ;
NBSAppAgent.endTracer ("String Name");

3. AR
/ 1 FRFRILNTE s YMAHIRHYERTS SRR IR, Trace
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public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;

init () ;

private void init() {
/ /T EFHARRNAIN beginTracer
NBSAppAgent .beginTracer (“)‘Zz% Init 7‘3'5%”) 8
try {

} catch (NameNotFoundException e) {
e.printStackTrace () ;
}
/ I FEEERIGIN endTracer

NBSAppAgent .endTracer (MXE Init J5iE”) ;

3.5 H&E X Log

a

Y& LogCat 158, FEE(#FH READ_LOGS R, i&E18 FIUCRD R INE & IR
A AndroidManifest.xml 32, ZRIAUE 50 17, &ZUYE 100 1THE.

< uses-permission android:name="android.permission.READ_LOGS" >

1. iRt
T & F T Android H & R 4L LogCat, RINEMEE RSl HME R,
L FTEH 1) Log 18 B R ME Bug KA KN HEFEE, @Y= sbK
FEHE N Log Hi .

2. IR
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (true) .enable
Logging (true) .start (this.getApplicationContext ()) ;

3. MREO

NBSAppAgent.setLogging (int lineNumber) ;
NBSAppAgent.setLogging (String filter) ;
NBSAppAgent.setLogging (int lineNumber,String filter);

4. %R
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ;
// Enable logging
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (true) .
enablelogging (true) .start (this.getApplicationContext ());
// Log last 100 messages
NBSAppAgent.setLogging (100) ;
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3.6 HEXHInE R

1. Thagui ]
P AT BAERI I 2 JEAE AL B R B IR 1, 2 TN 10 26 BTINME R, 2%
B In = S B K SCHF 100 AN 5 Bl A 5t A%

2. MO

NBSAppAgent.setUserCrashMessage (String key,String value);

3. ARIGRHl
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main);
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (true) .s
tart (this.getApplicationContext());
/ /AR R SR AR E M MINER
NBSAppAgent .setUserCrashMessage ( “§K=",“13700001234") ;

}

o3 = [—
3.7 {Ef G AR
1. Theeuidd
PR S e ) & 8 A BB i s, 240 e Pl X H 24 Fi s ] SDK i
AR T2 ERGHCARY, App BTG 4T
JA
E: METIEREA debug RN AR BULTNEE.
A[i# 33 7£ AndroidMainfest.xml 3245 &Y application #:%57% 0 debuggable & 1%
1EHIR S B EIREN.
<application android:debuggable="true">
2. MRfEN
BONTT R, B/ RR, wCHEd G R Iihe.
NBSAppAgent.closelLogForUpdateHint () ;

3. MfErpl

public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
setContentView (R.layout.main);
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (true) .
closeLogForUpdateHint () .start (this.getApplicationContext()) ;

/ IR R ORI AR R TRE
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4 58 A E S

4.1 Fr#E tingyun.properties At & 14

ERASTH TR HE T, #E tingyun.properties Fit B 4RI A

4.2 Ti#E Crash iE¥E (mapping)
7 2 SDK §ibt T PRI 7 SR

4.2.1 @BidIR3k & mapping 3

#%/bug: BRRE: EBEAR: #E0a:
1
* 0. ® 0. 0+ B oo,
r——

#tiFeh: REBE v

I T N S T

EXER!

1. AR PSRBT, 7R RIL R AIE T I dSYM/Mapping S HE

Android 10S

T3 mapping file ®iE

10 B

1.0.0 L& [

1.0.1 Efe [

102 L& [

103 L& [
ES%|

2. WEFTFRRA, JF EAEAR mapping SCAFRIAT

4.2.2 @33 tingyun.properties 324 B E)_E1& mapping 3245

1. #nin A E # tingyun.properties U4
authKey=*Ifz API IKEEN Key , FIRRR G
appKey=+*ITz= AppKey*
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iz Network
IFiz Serve

mapping file auto upload=true

2. Bl E Authkey #ZHUH%

a. BRRREEFE RS

o WEEe-ov

SRIFIFID : | I LSy
S TS - = god B

BT E R R

b. & #l 4TS INE] tingyun.properties HIA]
3. [ AppKey

FEApp BE0SH ¥
= 7))
RS R FR (]

tingyun.properties It B A4 1) AppKey AHIA], 7E“@& ki B 3RECEP BT
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4. it ® mapping_file_auto_upload 3| 5%
mapping file auto upload=true

5. JFEIRER
mapping_file_auto_upload ¥l 5% R A 1E a3 FHRIE #F IR A =480, HFEE
HlIHFRJG, Wrzs SDK 2F A H H 3 T 1) mapping XM B 8 AL 2T = ARSS#5%
Fr AT I TR i ) 122 B A A 88

4.3 FCE WebView ]

1. iH¥an FECE # N3] tingyun.properties fit & S 14

webview=true

2. K4 WebView ¥ 7 1 ] setWebViewClient J5i%, it App H A& H %7
%, WEIRIWE A A

webview.setWebViewClient (new WebViewClient () {});

3. K% WebView i 7 WebChromeClient 1] onProgressChanged &% %1 i
F#:0: NBSWebChromeClient.initJSMonitor(view, newProgress); %+ 1~ :

webview.setWebChromeClient (new WebChromeClient () {
@Override
public void onProgressChanged (WebView view, int newProgress) {
NBSWebChromeClient.initJSMonitor (view, newProgress) ;
super.onProgressChanged (view, newProgress) ;
}
b

4.4 T E I H wrAE i o
1. WRRFEEGH S8, iE7E tingyun.properties it & XA INLL R N &

£

d: EMEEERTEZIMEHTITE, AMERFTZMHE TSR SDK K
B, SRIER, BERERTZNNERERTHREREXXH. HLILF
5, THRECELED.

instrument=false
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HABEREHR

5.1 ZmiFfHkR

1. I HAEA MultiDex 7343, %25 5.0 LLN & AT RES HIL
java.lang.NoClassDefFoundError 5% . A T S 2R 2 3 dex .
A% Google RAMHIBFRTTZR

https://developer.android.com/studio/build/multidex.html?hl=zh-cn

5.2 HIE KK

1. J9 7 K% OKHitp Mz 4, T H AREXT OKHttp #E4TRE
LA okhttp3 Al , TEIRBR proguade-rules.pro & , 0
-keep class okhttp3.** { *;}
—-dontwarn okhttp3.**

2. SRAEHENHA % 929U 1 LAY Application K, ant 4T L7 7EWT AL E S iz
-
£ tingyun.properties MHFEEIUTHE :
applicationName=com/nbs/app/MyApp(=/Z& IR E LR application AR

3. # AndroidMainfest.xml SCffHAFEESE UTF-8 #4F (i, RS
“7), AIREE T = SDK fENT R, ToiEXT Activity g . 1 A R
AndroidMainfest.xml SCAFHIAE UTF-8 #4774

4. # AndroidMainfest.xml SCAEFEM T H 2 L) MyBaseActivity, 15 k€,
RIX AR Z AR, 0] e R0 e B AR R4
BT IE BRI BaseActivity , SB7E tingyun.properties PR EUTHS :
H=[EERNEELRITZEHBRENRR | IE2NER | FRTOESIEF

nolnstrumentedClasses=com/nbs/ui/base/MyBaseActivity
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