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Android SDK #R4EH SCHF 0 Hidls KAk -
Http/Https Bl Edha itk
AR (ava D
ANR il (%25 5.0 &BAF)
FAERE B IEE
BEFEANLEAI CPU ff =
Android SDK #REH SCHFUNTT WK PE
HttpURLConnection

Android HttpClient 4.0
Apache HttpClient ( > 4.0)
Volley+OkHttpClient

OkHttp( > 2.4.0)
Retrofit

WebView (54, 3Z#F Android4.4 K UL FRrAD

Android SDK #REH SCRFUNTT RGEIRAS :

® Android 4.0 hit4~Android8.0 flx A

FH P A58 53 BT SR AR N FH A 31 B P 3R i

I8 FH JE B B SR 4R 7R SE I E € LI Application 25,

® JHENFENS

o K

® SENIEI . E R E

F P AR 5o R4 s F54F (onClicks onltemClick. ItemSelected. PageSelected
EIE .

o {RAEFEM
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Android SDK K4 8% FH I 28 £ 4%
® NI R[]
® DNS f##THS[H]
® TCP ik H
® SSL EF-K}[H]
o LU

® AL ]
o &

Android SDK 4t AT DLR LR HERR . B . H & XS HTTP iE R &%

1.1  Android SDK H 4y

® nbs-newlens-android-sdk
» nbs.newlens.agent.jar
»  nbs.newlens.class.rewriter.jar

1.2 Android SDK Theory

protected void onCreate(Bundle bundle) {
[APM.startTracing(getCIass().getName());]- RETHE, HTRERE

try {

APM.enterMethod(this._nbs_trace, "Activity#onCreate", null);
} catch (NoSuchFieldError e) {

while (true) {

APM.enterMethod(null, "Activity#onCreate", null);

}

}

super.onCreate(bundle);
this.detector = new GestureDetector((GestureDetector.OnGestureListener) this);
(APM.exitMethod(); |» YR E e

}

U 25 K Hict M ADHL H AR 22 S 4T 60,45 PR R 8 L PR SRE K. CHttp ARME N
I Hittps FAE TS0 LT RFBRIE , 1288 114 26 MUK P 7 VT 0B 2% SDK
PREF, RN R AT

1524 App JHEII, W% Agent JFUA T REFIH &R, it i
UF 2% SDK #REFDA— 2 M RAFR R R AR, J RS TR, b
HEIRS 2 GRERID .

REFE U5 G 5B App I, U7 2 Agent #2 15 T AR, DA bR B
A
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1.3 Android SDK 474 #E

® [N App #khG 5 /A FR 1 & 600KB £ 45 -

1.4  Android SDK 3# %5 {4 o] fi

® FHETH Sophix b T THAEMKNT KM, ¥ K FAQ.

2 Ant HREE

2.1 ff/ Ant gt

2.1.1 RRERST

a
1REREEMRTELRET Ant EINEM ADT F A IME
2. 3127 7E build.xml 2R AR B

EEFMNE App TIERBFTHIT:

android update project —p .

android #4 7 android sdk Bl tools FERT, FEEIREL PATH
FETE, AAEERER android 41T,

1. F#EIAEIE nbs-newlens-android.zip #4546

2. 5 H nbs.newlens.agent.jar ¥ U 2 xS0 H TFER libs BT, kK
FiZH, THE libs HREFHRM.

2.1.2 Bt E N PR

M SE )G, TELERF NI App LFER) AndroidMainfest.xml SCA4FH 8 N LT )
LRR

<uses-permission android:name="android.permission.ACCESS NETWORK STATE" />
<uses-permission android:name="android.permission.ACCESS WIFI STATE" />
<uses-permission android:name="android.permission.READ PHONE STATE"/>
<uses-permission android:name="android.permission.READ LOGS" />
<uses-permission android:name="android.permission.INTERNET" />

<! -~ {ERRRMFa R IR S BIFE R (148 -—>

<uses-permission android:name="android.permission.SYSTEM ALERT WINDOW"/>
<uses-permission android:name="android.permission.SYSTEM OVERLAY WINDOW" />
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2.1.3 AR A R I REEC E (1%H)

1.

$XH URL Scheme
MIBE SR E “HE App” I, AT LA ] URL Scheme.

© s=s2e= 0 ==

dt
b=

App Key : B ¥ ] 1 | 5.
URL Scheme : L& ] =i

AT DA HE “ B E” DU P 2 ) AR BIFK URL Scheme.

*AppEFE

Ji05 @ Android

Z=ESDK
RS
App Key: Linams Ll =R F . SO =
URL Scheme: . A

AR BRAE 6 4 75 B 4E AndroidMainfest.xml SC4: (4 5 3l Actvitiy 111 scheme
L=
ZN LI
<activity android:name=".MainActivity">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
<! ——ERIIXEAVEA intent-filter KR , FHHREFRE— data FR-->
<intent-filter>
<data android:scheme="tingyun.xxxx" />
<! -—i5¥ scheme FHY “tingyun.xxxx" SHRFENFEAY URL Scheme-->
<action android:name="android.intent.action.VIEW"/>
<category android:name="android.intent.category.DEFAULT"/>
<category android:name="android.intent.category.BROWSABLE" />
</intent-filter>

< --TERIIXEHIEA intent-filter KR , FHIHREFRE— data FBR-—>
</activity>
BEEM ID
Wr 2 SDK 2= K& FPHEAEI#E4F 1D, BIUESE Layout SCHFHRINTESE ID. X T
BIAA R IIEE, ATLAME R setViewld() 155 B R B ME— ID.
2L IR
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public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
LinearLayout layout = findViewById(R.id.layout);
final Button button = new Button (this);
button.setLayoutParams (new
ViewGroup.LayoutParams (ViewGroup.LayoutParams.WRAP CONTENT,
ViewGroup.LayoutParams.WRAP CONTENT)) ;
button.setText ("Login") ;
//viewld BBWE 32 NFRF, SHFEL. HF. TR
NBSAgent.setViewId (button, "bt login");
}

2.1.4 FEANVIRIRETKES

1. fEERISI H TR “Application” " import NBSAppAgent 2%

import com.networkbench.agent.impl.NBSAppAgent;

2. {E“Application” (¥ onCreate() /5% (k3L Fi% J7i%:1% #11 onCreate()) H1#)
44t Android SDK
NBSAppAgent .setLicenseKey ("AppKey") .withLocationServiceEnabled (true) .start (
this.getApplicationContext ()) ;//Appkey iEMERFREL

a0 E:
14T R B, 1S DA E

NBSAppAgent.setLicenseKey ("AppKey") .start (this.getApplicationContext ());
/ /Bppkey TEMNERIZREX

2.SDK ERUCKRAE T #ERE O Ed, o7 AR Lt AR EE, LA T E
NBSAppAgent.setLicenseKey ("AppKey") .withOnlyMainProcEnabled (true) .start (thi
s.getApplicationContext ()) ;

/ /Bppkey IBMNERIFREL

3. R4 WebView H4i 7  H setWebViewClient 772, Wi App th i %7
%, ES IR N

webview.setWebViewClient (new WebViewClient () {});
4. K4 WebView ¥ 7 £ WebChromeClient ] onProgressChanged B %1+ 1/
FH4: 1. NBSWebChromeClient.initJSMonitor(view, newProgress); i 141 | :

webview.setWebChromeClient (new WebChromeClient () {
@Override
public void onProgressChanged (WebView view, int newProgress) {
NBSWebChromeClient.initJSMonitor (view, newProgress) ;

super.onProgressChanged (view, newProgress);
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2.1.5 ILEIGETIFET &

JA\
ENERIGIMEEERMB R G IMRLEEF, UGEHATLEREE

1. Mac. Linux 55 FAC B 555 AR &

export
ANT OPTS="-javaagent:/path/to/nbs-android-agent/nbs.newlens.class.rewriter.
jar”//path/to/nbs-android-agent/ AT SDK FILEXIERIR

2. Windows 58 NG & Il i PR AR &
SET
ANT OPTS="-javaagent:C:\path\to\nbs-android-agent\nbs.newlens.class.rewrite

r.jar” //path/to/nbs-android-agent/ IR SDK FILEXIERIR

2.1.6 {FFH Ant S ITAERIF

ant clean release install

21.7 BEERA
1. RATHIGLE proguard VRIEHCE A G IMBL R NS, LA tingyunSDK A AT H

# ProGuard configurations for NetworkBench Lens
-keep class com.networkbench.** { *; }

—-dontwarn com.networkbench.**

-keepattributes Exceptions, Signature, InnerClasses
# End NetworkBench Lens

2. HEBREITSELR, B proguard.cfg FRIRIILL RN

-keepattributes SourceFile, LineNumberTable

2.2 Y sE ML
1. BEICEE R 55 23 AR 06

2. RhGSERE Tl Id “LogCat™ & & W = SDK H &t 25 4L, I CAHEAT 2 W46 il
52815 TAG Jy NBSAgent, Arifk H &% 45 R 40 F s
NBSAgent start
NBSAgent enabled
NBSAgent V “TingYun Version” //TingYun Version 7B SDK HhRAS

connect success

3. MR vhig s BRI
1RD 58 B Wi I “LogCat” BE B T = SDK H EHi 45 5, F AT BR Th e 52
FNERES: TAG A4 TingYun, A3tk H 4 45 R0 R s -

D/TingYun: Crash switch is true
D/TingYun: webView switch is true
D/TingYun: ANR monitor switch is true
D/TingYun: UserAction Switch is true
D/TingYun: cdnSwitch Switch 1is true
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3 mEge

3.1 HFrBEEXID

1. ThRgi M
R EE SCID TR P W EME— b, AR B BCE UserlD.

2. HxR#EEN
//UserIDRBEE 64 NFFF , SR, T, #HF. TS | (EFE e S8aE RIS L rF
NBSAppAgent.setUserIdentifier ("userIdentifier");

3. AR
public class MainActivity extends Activity {
public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState);
String userIdentifier = getUserID();
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (true) .

start (this.getApplicationContext());
NBSAppAgent.setUserIdentifier (userIdentifier);

32 HBE

1. DhREvM]
T 0. /75 e 1% 50 P W B PP R 2 9 5t R A R DR AT R AR P P e A i i
RACHEIE 5 2 245 4 A P e 6 SE 4 I R B P i 37 5t

2. MZEN
//BBEE 100 NFRF, STFPX. T, HF. Tl
NBSAppAgent.leaveBreadcrumb ("keyPressed”) ;
NBSAppAgent . leaveBreadcrumb ("loginDone") ;

3. ARIERH
public MyActivity extends Activity {
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (
true) .start (this.getApplicationContext()) ;
NBSAppAgent.leaveBreadcrumb ("login MyActivity onCreate");
}
public void onResume () {
super.onResume () ;
NBSAppAgent.leaveBreadcrumb ("login MyActivity onResume") ;
}
public void logginPressed(View view) {
NBSAppAgent.leaveBreadcrumb ("login MyActivity logginPressed");

new LoginAsyncTask.execute();
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public void onStop () {
super.onStop () ;
NBSAppAgent.leaveBreadcrumb ("login MyActivity onStop");

}

3.3 HE X Event

1. DiRgut i
H 5 EMHH T4t App AR S, JF & AT LALE SDK #I4G4k 5 AT & A
BINNE 2 EG, FREMN EASE. W FSH P ERER R ST EA T
Ref s i T A ThRs R4,

2. fHxXEO

//EVENT_IDRZEE 32 NFfF , SFHN, BN, HF. T , EFEaTESE MR R
NBSAppAgent.onEvent (String EVENT_ ID) ;

3. ARy
@Override
public void onClick (View v) {

3.4 HiEX Trace

Ja
AT BEEX Trace R LI, BEANEFZE. BHEURER L MEFE)T
RS ERIZED.

1. Thegiim]
Wz SDK ERCKRIE RGN HIVERE R, ORI A B L5 1%
Pk RERE . H] “ E R X Trace” 5 Vgl il LAFE BT A I 2] 17t P "5 A5
(R e e HAE Rt . i JPRE R T MRS B SOT R IPIGALRERS K fk
REHAENE DL, AT LAAEZ H € SOVERTR SN “ B E X Trace” % ORIAT,

2. MxR#FEO
//Name FEEIHEFEMEBREENER , SHFHY. B, HF. TG , (EFEST KR
NES:

NBSAppAgent .beginTracer ("String Name") ;
NBSAppAgent .endTracer ("String Name") ;

3. MR
/ / FAFRILME sor A UERYERTTZRIERIIEENY Trace

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
init ()

}
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private void init () {
/ /T3 EF AR RIA beginTracer
NBSAppAgent .beginTracer (MXE Init 5iX”) ;
try {

} catch (NameNotFoundException e) {
e.printStackTrace();
}
/1 F5iEEERIEAIN endTracer

NBSAppAgent .endTracer (MXE Init J5ik”) ;
}

3.5 HE X Log

Ja

%%Lm&ﬁmmﬁgﬁﬁRBWJO&HW&EWTWREWMﬂrm&
#Y AndroidManifest.xml 325, ZRIAULEE 50 17, | ZUWIEE 100 {THE.

< uses-permission android:name="android.permission.READ LOGS" >

1. Thagui i
F Rk #F vl il Android H & R4Gt11) LogCat, RINEERIEFR R4l H S,
T NS L ) Log 18 Bk Bug KA KIN R ERE, il = SbK
AR AENS'E Log HiE

2. PHIFFR

NBSAppAgent .setLicenseKey ("AppKey") .withLocationServiceEnabled (true) .enable

Logging (true) .start (this.getApplicationContext ());

3. MIREN
NBSAppAgent.setLogging (int lineNumber) ;
NBSAppAgent.setLogging (String filter);
NBSAppAgent.setLogging (int lineNumber,String filter);

4. ARSI
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
// Enable logging
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (true) .
enablelogging (true) .start (this.getApplicationContext ()) ;
// Log last 100 messages
NBSAppAgent.setLogging (100) ;
}

3.6 HEXMINES

1. DhREUM]
P AT ERIIR L JE AR A B R B 3% 1, &2 AN 10 26 BPINME R, &5
B 5 2R R SCHF 100 AT Bl R 35t B A%
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2. MO

NBSAppAgent.setUserCrashMessage (String key,String value);

3. AL
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (true) .s
tart (this.getApplicationContext ());
/ /A ERIERAEEAEE X HINER

NBSAppAgent . setUserCrashMessage ( “3=",“13700001234") ;
}

3.7 G RARIR
1. e
PP 22 et R TR, 24T 5 AR FL 2 SDK it
AT 2 E RIS . App JEAT T 1.

a

F: MBIRERA debug IR ASFBLLINEE.

A] 1813 7£ AndroidMainfest.xml 324 5 B4 application #2 %5 1l debuggable B
EHREFBIELER.

<application android:debuggable="true">

2. MR#EZN
BONTTE, BTN, AR SRR he.
NBSAppAgent.closeLogForUpdateHint () ;

3. ARG

public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
setContentView (R.layout.main);
NBSAppAgent.setLicenseKey ("AppKey") .withLocationServiceEnabled (true) .
closeLogForUpdateHint () .start (this.getApplicationContext ());

/ /¥R R ORI AR R IRE

4 wEAmEEH

4.1 i tingyun.properties fit & 1

TERASIH TR H X T, #Hréd tingyun.properties Bt & SC/4- BRI w]
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4.2 PFCE Crash iE¥E (mapping)
U7 2 SOK 4% T A S A7 R

4.2 1 1BidRFT 1% mapping X

#%lbug: HRRE: EEER: EH A
5 &
* 0. ® 0. 0+ Blos
AR SEITRTI R dSYM / Mapping 3£+ 53

#miRER:  KEBR

D N N

HXER!

1. fRERPIEEE R, FE B LD R BT I dSYM/Mapping ST B

Android 108

Rz mapping file #iE

10 B

1.0.0 Lt iRk

1.0.1 L& R

102 Ef& R

1.0.3 Lfg iR
xH

2. HBIFrFERA, It EAEAH mapping SCAREPAT

4.2.2 @33 tingyun.properties 31 B & & mapping 34

1. #Intn R ECE %) tingyun.properties XA
authKey=*fz APT WERMN Key , HIRFRRFER*
appKey=*[frz= AppKey*

mapping file auto upload=true

2. BLE Authkey ALY
& nT DATEHR R a0 N A B R AU
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s Server

- 2 &4 0 =[O

(", : =P GEES
01805 B 1 B

EAID | =48 - 22618adc [B] O

SHHIES AT TS

o — i = i TR Fonb
ABE r=aIE Fi g R
I B

3. JHEEER
mapping_file_auto_upload ¥ il 5¢ R A 18 8 HTRE 28 FIRHE A 2450, FF R %
HHF KRG, Wrz SDK 2 Al H 3% T 1 mapping S0 H 8 F AL 20 2 Ik 5548
AT A TR 25 T G B A A 20

5 rq

1. NH A B AR A BB O AR i J8 9 7
1.488 AndroidMainfest . xml MAAYFEIE UTF-8 245 (4D , SEEPRORIEIS ) | HITRE
2.7 AndroidMainfest.xml M EM T BENH MyBaseActivity , BHIEE  SXTEHEEITE
%5, FBEAE tingyun.properties XERHFILITAS:
%S =" SERIEATBETREITSREIENEE SN KR | FRXSOESTER
noInstrumentedClasses=com/nbs/ui/base/MyBaseActivity
3. NFAECIIEENA Application
4.ant B eclipse f@iE , TEIE tingyun.properties MHAPFERELUTHE :
1S =" SERIEATBTRITSEREIENEER 2SN KB | FRXSOESHET

applicationName=com/nbs/app/MyApp

2. MR R D

IFZ SDK JmiRAdXdmdiss 4 (W onClick, onItemClick, ItemSelected. PageSelected ZFf

%) BB, (CHSREETERE | EASITHE, K%, BaEERE.
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3. RRAER B 5t BCR AR 1 i Tt B 2D
1.07= sDK R3RER java [EEHiR , Aohs Native BRERE,
2.IFz= sDK YA RIRYBRIETE AR ER.
3. MEIRRNBEERETTARSTTE.
4 ENATFENAESRERANE =S RRREBIE | Rz SDK ZAIIEK.

4. OKHttp W45 di AR K 4E
REEXT OKHt tp iBiE. B proguade-rules.pro {4, F0
#OKHt tp3 L&
-keep class okhttp3.** { *;}
-dontwarn okhttp3.**
#OKHt tp2 FRE

—keep class com.squareup.okhttp.**

5. TCP. HEH#ENO
1.0 = SDK BN ABSMEBEKRAEZRIFIRIL
2 FASHFRE 9. 0TCP HUERE.
3.{$5F8 netp RERRITERIRE TCp #UE,
4 .WebView BB ERIMNSLAECE Timing-Allow-Origin: *

6. WebView %#i KRB RER] | ML H R Hitp £z
1.3KfE webChromeClient B onProgressChanged /5i%~iEF

NBSWebChromeClient.initJSMonitor (view, newProgress);

2 RZHERET, x5 HER
3. A28 spa BATUERI SRR,
4 . ANZHEHEMA loadDataWithBaseURL A&k html X3

7. URL €. #5iRcdgeRA4 2
1. REIRE IREEAER , TLUBIELENTERS  STERERSENRISEEMSHT /" .
2 IHEEE R sox ERITARSSEMINE TR , Bt RIHIMEEETATE.

8. Wi HfH MultiDex 731, %5 5.0 DL ##& Al RE < I
java.lang.NoClassDefFoundError 5
FIEREBIEDEEE dex 1, AIS% Google RAMAIFRIRTTZ
https://developer.android.com/studio/build/multidex.html?hl=zh-cn

9. Sophix M T TERAERANT KK
IFZ= SDK AT RENFESHIEEE | SERFAIRT Application 2 attachBaseContext () &
onCreate () J5i5HRI8, MMJE Hotfix #NT TEHE 3.2.1 lRAFHA , BRKfE initialize ZA, &
BEVEFBIE Android B API 2% , SEERANT K.
RRARBSRTEEEFON (5 sophix HERERIERTTIED o

10. gwiERT 2 java.util.zip.ZipEexeption 5
SDK jar BES5|A , 188 1ibs BRR build.gradle X , FHRRE—7D

nbs.newlens.agent.jar 3|8,

11. 15 Hf#F Lambda B 4 3 25
BITIEEHIE lambda JSHE

apply plugin: 'me.tatarka.retrolambda'
apply plugin: 'newlens'
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